A simple yet high-speed scheme by utilizing modulation instability (MI) on the discrete-time generation of random bits is proposed and demonstrated experimentally. We develop MI pulses by pumping a highly nonlinear fiber in the anomalous dispersion regime using a mode-locked laser. MI pulses contain fluctuating pulse-to-pulse variations of peak intensities for extraction into random bits. At a repetition rate of 10 GHz, 5 bits are extracted from each pulse in generating random bits at 50 Gbps, as verified by the National Institute of Standards and Technology test suite. Random bit generations (RBGs) have been implemented by a number of photonic approaches [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] . The broad bandwidths of optoelectronic devices enabled the high-speed generation of random bits with potential applications in encryption and computation [1] . RBG was investigated by using the nonlinear dynamics in different semiconductor lasers subject to various perturbations, which yield chaotic waveforms for extracting the entropies in laser noise for digitization into random bits [1] [2] [3] [4] [5] . RBG was also implemented by directly digitizing the inherent noisy fluctuations in gain media, light sources, or even vacuum [8] [9] [10] . However, these approaches rely on optical signals that vary continuously in time [4, 5] . The discrete timing of the output bits requires high-frequency external clocks in the sampling electronics.
A simple yet high-speed scheme by utilizing modulation instability (MI) on the discrete-time generation of random bits is proposed and demonstrated experimentally. We develop MI pulses by pumping a highly nonlinear fiber in the anomalous dispersion regime using a mode-locked laser. MI pulses contain fluctuating pulse-to-pulse variations of peak intensities for extraction into random bits. At a repetition rate of 10 GHz, 5 bits are extracted from each pulse in generating random bits at 50 Gbps, as verified by the National Institute of Standards and Technology test suite. Random bit generations (RBGs) have been implemented by a number of photonic approaches [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] . The broad bandwidths of optoelectronic devices enabled the high-speed generation of random bits with potential applications in encryption and computation [1] . RBG was investigated by using the nonlinear dynamics in different semiconductor lasers subject to various perturbations, which yield chaotic waveforms for extracting the entropies in laser noise for digitization into random bits [1] [2] [3] [4] [5] . RBG was also implemented by directly digitizing the inherent noisy fluctuations in gain media, light sources, or even vacuum [8] [9] [10] . However, these approaches rely on optical signals that vary continuously in time [4, 5] . The discrete timing of the output bits requires high-frequency external clocks in the sampling electronics.
By contrast, optical pulses with random amplitudes at fixed repetition rates can also realize RBG where external clocks are no longer necessary. Discrete-time pulsed RBGs have been realized using modulated electrical pumping on devices such as single-mode laser diodes and semiconductor ring lasers, where the intracavity fluctuations are manifested as laser phase noise and mode partition noise, respectively [13, 14] . Modulated electrical pumping allows pulsed RBG at repetition rates only up to a few gigahertzes, as limited by the parasitic and intrinsic electronic response times in the semiconductor devices. Recently, RBG from the noisy evolution of supercontinuum (SC) pulses in optical fibers was reported based on numerical simulations [15] . The approach relied on optically pumping a fiber instead of electrically pumping a semiconductor. The fast responses of optical nonlinearities, such as Kerr nonlinearity, can potentially realize pulsed RBG at high repetition rates [15, 16] . However, experiments on discrete-time pulsed RBG using fiber nonlinearities have yet to be demonstrated, although very recently Birkholz et al. investigated the temporal correlation in a modulation instability (MI)-based process [17] .
Here, it is noted that when pumping by continuous-wave or long pulses in the anomalous dispersion regime, the development of SC begins with MI, which also plays an important role in other interesting phenomena such as optical rogue wave formation and wide-band parametric amplification [18] [19] [20] . MI spontaneously grows from noise and is known to contribute to SC fluctuations, so MI can potentially provide pulse-to-pulse randomness for extraction into RBG. Also, MI can be easily achieved in the regime of long-pulse pumping [18, 21] , as long as the nonlinear phase mismatch experienced by the optical wave is compensated by the linear one.
In this Letter, pulsed RBG is experimentally demonstrated using MI. Mode-locked pulses pump a highly nonlinear fiber (HNLF) to generate MI pulses at a fixed repetition rate. We then obtain the anti-Stokes MI pulses by filtering the anti-Stokes sidelobe of the MI. The fluctuating peak intensities of the antiStokes MI pulses are electronically digitized into bits, which are verified as random by the test suite of the National Institute of Standards and Technology (NIST). With a pump repetition rate of 10 GHz, each anti-Stokes MI pulse gives 5 bits from an analog-to-digital converter (ADC), resulting in a total output rate of 50 Gbps for the pulsed RBG. Figure 1 shows the experimental schematic for the pulsed RBG based on MI. A mode-locked laser diode (MLLD) (Alnair MLLD-100) at a repetition rate of 10 GHz emits optical pulses with a center wavelength of 1560 nm. The pulses are amplified by erbium-doped fiber amplifiers EDFA1 and EDFA2, where an optical bandpass filter OBPF1 centered at 1560 nm with a 1.5 nm bandwidth is inserted between the erbium-doped fiber amplifiers (EDFAs) to suppress the amplified spontaneous emission noise. Through a circulator to prevent back-reflection, the pulses optically pump a HNLF. The state of polarization of the pump pulses is aligned by a polarization controller to a neutral axis of the HNLF. The HNLF has a length of 150 m and a nonlinear coefficient of 30 W −1 km −1 . It is a dispersion-shifted fiber with a zero-dispersion wavelength of 1554 nm, where the dispersion slope is 0.02 ps∕nm 2 ∕km and β 4 is 5.0 × 10 −5 ps 4 ∕km. When pumped by the modelocked pulses at an average power of 22 dBm with a pulse width of 8.8 ps, the HNLF generates MI sidebands. The output from the HNLF is sent to a wavelength-division multiplexing coupler (WDMC) that functions as a bandstop filter at the pump wavelength of 1560 nm, for preventing the high-power pump from damaging the equipment. Then an optical bandpass filter OBPF2 with a bandwidth of 18 nm filters out the part of the MI spectrum between 1516 and 1534 nm with an outband suppression ratio of 45 dB. The filtered MI output pulses are then converted into an electrical signal using a 15 GHz photodetector (PD) (HP 11982A) and digitized by an 8-bit ADC in a real-time oscilloscope (Agilent DSOX91604A). The final output bits are then extracted through selecting 5 least significant bits (LSBs) per pulse and a 20-bit delayed exclusive-OR (XOR) comparison, which are commonly adopted in RBG [2] .
Figure 2(a) shows the optical spectrum of the HNLF output measured immediately before the WDMC. The resolution bandwidth is set at 0.05 nm. The spectrum consists of the pump at 1560 nm, which is spectrally broadened by several nanometers due to self-phase modulation. The spectrum also contains a pair of distinct MI sidebands where the Stokes and anti-Stokes components are centered at 1593 and 1525 nm, respectively. The Stokes sideband is relatively stronger due to enhancement by Raman scattering [21] . The gray region indicates the window within the anti-Stokes sideband that is filtered by OBPF2 for detection by the PD and ADC in Fig. 1 . Figure 2(b) shows the intensity time series of the filtered anti-Stokes MI pulses as recorded by the ADC. The optical MI pulses have shorter pulse widths compared with the pump [22] , although the electronically measured time series shows broader pulse widths as limited by the 15 GHz bandwidth of the PD. The pulses are regularly separated in time because of the fixed pump repetition rate of 10 GHz. Although the ADC records the time series at a sampling rate of 80 GHz in Fig. 2(b) , only the peak value of each output pulse is used for further extraction of random bits. The red dots in Fig. 2(b) mark the peak values of the MI pulses. Their temporal separation is fixed at 100 ps, whereas their amplitude clearly fluctuates from pulse to pulse as each shot of MI is developed from nondeterministic noise.
To visualize the fluctuation of the MI peak intensities, their statistical normalized occurrences are plotted in Fig. 3 (a) based on 1 million samples. The peak intensities are collected over a period of 0.1 ms with an 8 bit digitization resolution. The distribution is nearly symmetrical around the mean value. It is nearly Gaussian with a best fit shown by the red curve in Fig. 3(a) . Similar distributions have also been reported for different spectral ranges in SC generation [22] . A uniform distribution in RBG is attained by the steps in Fig. 1 . For every pulse, only 5 LSBs are selected from the 8-bit value of the peak intensity. So the selected bits correspond to one of the 32 ordered digitization values in Fig. 3(b) , which again plots the occurrences. The normalized occurrences of the digitization values using 5 LSBs are plotted in Fig. 3(b) , as compared with using all 8 bits in Fig. 3(a) . By selecting the LSBs, the Gaussian distribution in Fig. 3(a) is scrambled to approach the uniform distribution as in Fig. 3(b) [4, 7] .
To investigate the randomness of the MI peak intensities, Fig. 4(a) shows the autocorrelation of the peak intensity values as marked by the red dots in Fig. 2(b) . The autocorrelation is calculated from 1 million samples. In Fig. 4(a) , all 8 bits per sample are used in evaluating the autocorrelation function. Each MI pulse is developed from noise independently. So the measured autocorrelation function diminishes rapidly from unity as the delay time increases from 0. However, for the inset zoomed into the region near zero delay, some residual nonzero autocorrelations are observed. They are Fig. 1 . Schematic of the experiment for pulsed RBG using a HNLF. MLLD, mode-locked laser diode; PC, polarization controller; EDFA, erbium-doped fiber amplifier; OBPF, optical bandpass filter; CIR, circulator; WDMC, wavelength-division multiplexing coupler; PD, photodetector; ADC, analog-to-digital converter; LSB, least significant bit; XOR, exclusive-OR. attributed to the limited electronic bandwidth of the PD, which causes cross talks between neighboring electrical pulses. In Fig. 4(b) , only 5 LSBs are used per sample, resulting in an autocorrelation that vanishes at all nonzero delays. Even the zoomed inset in Fig. 4(b) does not show any autocorrelation, since the selection of LSBs is a nonlinear operation that narrows the autocorrelation function [4, 5] . According to Figs. 3(b) and 4(b), the selected bits of the MI peak intensities are independent and uniform.
The randomness of the final output bits, through the delayed bitwise XOR operation in Fig. 1 , are verified by performing the NIST Special Publication 800-22 statistical tests. The final output bits are generated at a rate of 50 Gbps when pumped at 10 GHz. Using a total of 1000 sequences of 1 million bits, Table 1 summarizes the results that pass all the tests at a significance level of 0.01, where the worst case is shown for tests with multiple P-values and proportions [6] . The output bits of the pulsed RBG using MI are verified as random.
Thus far, only the anti-Stokes sideband is utilized for RBG, but the Stokes sideband can also be utilized. The intensities of the anti-Stokes and Stokes pulses from the same pump pulse are correlated because of energy conservation [21] . With the 8-bit digitization by the ADC, it is experimentally verified that the anti-Stokes and Stokes pulses contain mutual information. Hence, utilizing both MI sidebands, correlated random bits can be generated from the two sidebands. With the observation of multiband spectral details of MI [21, 23] , more bits can potentially be extracted by using advanced fibers such as dispersion oscillating fibers.
In summary, MI in a HNLF has been experimentally investigated for pulsed RBG. The pulse-to-pulse fluctuations of the peak intensities are digitized into random bits. At a repetition rate of 10 GHz, RBG at 50 Gbps is demonstrated using the anti-Stokes sideband, illustrating experimental pulsed RBG at discrete times through fiber nonlinearities.
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